Protecting Your Family:
Apple AirPlay & CarPlay
Security Tips

Keep Devices Updated
[l Ensure iPhones and iPads are running the latest |0S

[] Update smart TVs and smart speakers to latest
firmware

[] Check for software updates on car infoitainment
systems

[J Regularly update and reboot your home Wi-Fi router

Use Safe Connection Practices
[J Avoid using AirPlay or CarPlay on public Wi-Fi
[ ] Use a VPN when connecting away from home

[] Turn off auto-connect settings for AirPlay

Manage Device Access
[] Set AirPlay to “Only People Sharing This Home”"
[] Turn off automatic AirPlay to TVs if not needed

[ Encure CarPlay only connects to trusted vehicles

Educate the Family
[] Discuss smart device safety with your children

[J Review rules for connecting to unfamiliar networks
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